Canadian Multistakeholder Process: Enhancing IoT Security
Report on Sixth and Final Multistakeholder Meeting
Location: Ottawa, Ontario Canada
Date: April 18, 2019
In-Person Attendance: ~40
Remote Attendance: ~15
Total Attendance: ~55
Livestream Link: https://livestream.com/internetsociety/iotsecurity2018-6

Overview:

The Canadian Multistakeholder Process – Enhancing IoT Security is a year-long process to develop
recommendations for a set of norms and/or policies to secure IoT in Canada. Events throughout 2018
and early 2019 will serve as an opportunity to begin planning and implementing a bottom up, organic
process to remedy existing and potential security challenges in Canada’s national IoT ecosystem.
This initiative is a partnership between the Internet Society, Innovation, Science and Economic
Development, the Canadian Internet Registration Authority, CANARIE, and CIPPIC. The
Canadian Chapter of the Internet Society is also assisting in this effort.
The goal of the sixth multistakeholder meeting was to give an update on the work to date from each
working group, finalize the recommendations of each working group and establish steps for
implementation. At this meeting, an Implementation Working Group was also created and tasked with
carrying out the next steps as defined by the full multistakeholder group.
This report details the meetings, the evolving research, and points of consensus arrived at by the
multistakeholder group.
At this meeting, the following stakeholders were represented (by registration):

Panel Updates and Group Discussion:
Consumer Education:
The Previous Working Group Mandate: [link to last report with page #s)
Introduction:
Discussion:

Labeling:

The Previous Working Group Mandate:
Introduction:
Discussion:

Network Resiliency:

The Previous Working Group Mandate:
Introduction:
Discussion:

Appendix A: Agenda

Sixth and Final Multistakeholder Meeting: Enhancing IoT Security

8:30 am
9:00 am
9:10 am

9:40 am

10:30 am
10:45 am
11:15 am

April 18, 2019
Registration opens and breakfast is served
Welcome and introduction
Andrew Sullivan, President and CEO, Internet Society
Panel update from working groups
Consumer Education
Labeling
Network Resiliency
Breakout group discussion to finalize recommendations
Consumer Education
Labeling
Network Resiliency
Break
Reconvene to discuss finalized recommendations and implementation
Breakout group discussion regarding implementation
Groups divided by thematic area
Questions for discussion:
-

12:15 pm
1:00 pm

How could each recommendation be carried out?
o What specific tasks need to be accomplished in the next month to
implement this recommendation? The next six months? Year?
- Who is best suited, and willing, to carry out each task?
o If the best suited individual/organization is not present, how can we
engage them? Who will be tasked with engaging them?
Note: the purpose of this discussion will be to create concrete next steps and
accountability for implementing the work this group has carried out over the past year.
Reconvene to discuss implementation recommendations and next steps
Lunch reception from 1:00 to 3:00pm

